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"Building Security In." 
Moving from "Security as a Gatekeeper" (blocking release) to "Security as a 

Guardrail" (helping developers code safely).



Class Agenda

§ The Shift Left 

§ The OWASP Top 10

§ Automated Testing Tools

§ Supply Chain Security

§ Secrets Detection

§ Penetration Testing

§ API Security

§ Third Party Risk Management (TPRM)
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The Shift Left

§ The Old Way (Waterfall):

o Design -> Code -> Test -> Security Audit (2 weeks before launch) -> Panic -> Delay Launch.
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The Shift Left

§ The New Way (DevSecOps):

o Security is integrated into every 

stage of the loop.

o Automated tools run every time a 

developer saves code.
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Goal: Find bugs when they are cheap 
to fix (during coding), not when they 
are expensive (in production).



The OWASP Top 10 Web Application Security Risks

§ Significance: The industry-standard list of the most critical web application security risks.

§ Key Examples:

o Broken Access Control: A user can see someone else's data (e.g., changing user_id=100 to user_id=101 in the URL).

o Injection (SQLi): Attackers tricking the database into revealing all data.

o Cryptographic Failures: Storing passwords in plain text or using weak encryption.
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https://owasp.org/Top10/2025/ 

https://owasp.org/Top10/2025/
https://owasp.org/Top10/2025/


The OWASP Top 10 Web Application Security Risks
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The OWASP Top 10 Web Application Security Risks
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Application Security Testing Tools
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Application Security Testing Tools (SAST vs. DAST)

§ Examines the application in a running state by simulating 

attacks to find vulnerabilities.

§ After deployment, during testing or staging environments.

§ Black-box testing (no access to source code).

§ Detects vulnerabilities like XSS, CSRF, and SQL injection by 

interacting with the application.

§ Application behavior under simulated attacks.

§ Penetration testing.

§ Validating application security in staging environments.

§ Identifying vulnerabilities in live applications.
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§ Analyzes source code, bytecode, or binary for vulnerabilities 

without executing the application.

§ Early in the SDLC during the coding phase.

§ White-box testing (access to source code).

§ Identifies coding flaws, hardcoded secrets, and potential 

vulnerabilities like SQL injection or XSS.

§ Code-level vulnerabilities before deployment.

§ Reviewing source code for vulnerabilities before 

deployment.

§ Ensuring compliance with secure coding practices.

Static Application Security Testing (SAST) Dynamic Application Security Testing (DAST)

Definition

When?

Types

Detection

Focus

Use Cases



Application Security Testing Tools (SAST vs. DAST)

Tools Features Language Supported

SonarQube • Detects vulnerabilities, 
code smells, and bugs.

• Integrates with CI/CD 
pipelines.

Java, C#, JavaScript, 
Python, etc.

Checkmarx • Offers deep code 
analysis.

• Highly customizable for 
specific projects.

Multiple languages.

Fortify Static 
Code Analyzer

• Enterprise-grade tool for 
static analysis.

• Provides detailed 
vulnerability insights.

Over 25 languages.

Veracode Static 
Analysis

• Cloud-based SAST.
• Easy integration with 

CI/CD pipelines.

Java, .NET, Python, 
etc.

Codacy • Focuses on code quality 
and security issues.

• Integrates with GitHub, 
GitLab, etc.

Multiple languages.
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Tools Features Use Cases

OWASP ZAP • Open-source DAST tool.
• Automated vulnerability 

scanning.
• Active and passive scanning.

Penetration testing, 
security 
assessments.

Burp Suite • Advanced manual and 
automated DAST capabilities.

• Highly extensible with plugins

Web application 
security testing.

Acunetix • Automated web application 
scanner.

• Detects over 7,000 
vulnerabilities.

Comprehensive web 
vulnerability 
scanning.

Netsparker • Accurate DAST with minimal 
false positives.

• Supports automation in CI/CD 
pipelines.

Scanning for web 
vulnerabilities like 
XSS and SQL 
injection.

AppScan • Enterprise-grade DAST.
• Integration with DevSecOps 

workflows.
• Focus on OWASP Top 10.

Validating security in 
staging 
environments.



How to Integrate SAST and DAST Tools in DevSecOps

§ Integrating SAST:

o Use SAST tools early in the development lifecycle during 

code writing and reviews.

o Automate SAST in CI/CD pipelines to prevent introducing 

vulnerabilities.

o Example: Run SonarQube as part of Jenkins builds.

§ Integrating DAST:

o Conduct regular scans in staging and pre-production 

environments.

o Use DAST tools during integration testing or user acceptance 

testing (UAT).

o Example: Automate OWASP ZAP scans in CI/CD pipelines.
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Supply Chain Security

§ The Reality: Modern software is 90% Open-Source code (Legos) and 10% custom code (Glue).

§ The Risk: You didn't write the vulnerability; you imported it. (e.g., Log4j).
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§ Software Composition Analysis:

o Tools that scan your package.json 

or requirements.txt.

o Alert: "You are using library v1.0 

which has a critical flaw. Upgrade 

to v1.1."

§ SBOM (Software Bill of Materials): 

A formal list of "ingredients" in your 

software.



Penetration Testing

Penetration Testing is an attempt to exploit the vulnerabilities to determine whether 

unauthorized access or other malicious activity is possible.
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Purpose



Penetration Testing Phases
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Penetration Testing Phases
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Penetration Testing Phases

CMKL University SEC-202: Secure Start-Up 16



Penetration Testing Phases
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Penetration Testing Phases
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Penetration Testing Phases
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Types of Penetration Testing
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Penetration Testing Tools
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API Security

§ The Hidden Door: APIs are often less protected than the main website.

§ Common Risks:

o Shadow APIs: Old endpoints developers forgot to turn off.

o BOLA (Broken Object Level Authorization): The API lets User A read User B's object.

§ Best Practices:

o Authentication & Authorization: Verifying user identity and ensuring they only access authorized data/services.

o Encryption: Using HTTPS/TLS to protect data in transit from eavesdropping.

o Rate Limiting & Throttling: Preventing Denial-of-Service (DoS/DDoS) attacks and abuse by limiting request volume.

o Input Validation & Sanitization: Preventing injection attacks by filtering malicious input.

o API Gateways: Using gateways to centralize traffic management, security policies, and monitoring.

o Monitoring & Testing: Continuously monitoring for anomalies and conducting regular security tests to identify 

vulnerabilities.
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API Security
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Third Party Risk Management (TPRM)

§ Vendor Assessment:

o Before buying software, ask: "Do they have a SOC 

2?" "Do they encrypt data?"

§ Continuous Monitoring:

o Using tools (SecurityScorecard/BitSight) to watch 

vendor security ratings.

§ Contractual Clauses:

o Right to Audit: "We can check your security."

o Notification: "You must tell us within 24 hours if you 

are breached."
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Third Party Risk Management (TPRM)

CMKL University SEC-202: Secure Start-Up 25



Key Takeaways

§ Shift Left: Catch bugs early to save money.

§ Supply Chain: You are responsible for the code you import.

§ Logic Flaws: Scanners find syntax errors; Humans (Pen Testers) find logic errors.

§ Security in Every Step of Application Development
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End of the Lecture

Please do not hesitate to ask any questions to free your curiosity,

If you have any further questions after the class, please contact me via email (charnon@cmkl.ac.th).
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